Source of Funds - Mexico

Mexico has long been identified as a significant-risk money laundering jurisdiction, stemming
principally from activities most often associated with organized crime. During 2022, Mexico’s
Financial Intelligence Unit received approximately 35.7 million reports and notices related to
the current anti-money laundering regulation for financial and non-financial entities.! This
number highlights the importance of the anti-money laundering regulatory environment in
Mexico, where financial institutions and companies that operate in selected industries face ever-

increasing compliance challenges daily, including the appropriate identification of beneficiary
owners and source of funds of their customers and shareholders, as well as other third parties.
Within this context, this article briefly analyzes the challenges faced by Mexican entities in
relation to potential legal entity misuse and source of funds practical considerations.

Enhanced KYC Considerations in Mexico -
Legal Structures and Source of Funds

With more and more companies interactingin a
globalized market, organizations are facing complex
challenges accentuated by the increasing inherent risk
of doing business with inadequate business partners.
While these potentially risky relationships may comein
different forms depending on the business setting, the

perspectives and questions to be answered are twofold:

— Do companies have a clear understanding and
identification of the true owners of the legal entity
with whom they are conducting business?, and,

— Are companies correctly identifying and assessing
the third-parties’ source of funds as applicable in
their business context?
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During 2022, Mexico’s financial and non-financial
entities that fell under the scope of the Federal Law

for the Prevention and Identification of Operations

with Illicit Resources? sent 35.7 million reports and
notices to the Financial Intelligence Unit, up 13% from
2021.2 This law, in addition to other documents that
derive from it, establishes the obligation of financial
institutions and other designated non-financial
businesses and professions that conduct vulnerable
activities (“DNFBP”) to adopt and implement policies,
procedures, and controls to prevent and detect money
laundering and terrorist financing activities.* The
National Banking and Securities Commission (“CNBV”)
is the authority responsible for overseeing and enforcing
these regulations for financial institutions,® whereas
the Tax Administration Service (“SAT”) is responsible for
overseeing and enforcing these regulations for DNFBP.6
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Source: Own elaboration with data from FIU 2022.7

In line with the authors’ perspectives, there are a
number of risks that have been previously identified in
Mexico by the Financial Action Task Force (“FATF”), an
international organization that sets global standards
for anti-money laundering and counter-terrorist
financing.® As a member of the FATF, Mexico is subject
to regular evaluations to assess its compliance with

the organization’s standards. The results of the last
mutual evaluation conducted by the FATF suggest that
companies and financial institutions in Mexico may face
significant risks due to high corruption, organized crime
(primarily drug trafficking), limited understanding of
the misuse of legal entities by companies and financial
institutions, and the often limited identification of the
resources’ ultimate beneficiary owner (“UBO”).°

Risks Derived From Legal Entity Structure and
Ownership

Mexico has long been identified as a high-risk
jurisdiction for money laundering, derived principally
from activities most often associated with organized
crime, such as drug trafficking, extortion, corruption
and tax evasion.*® According to a report from Global
Financial Integrity, Mexico is one of the top countries
in Latin America participating in illicit fund outflows,
ranked by dollar value.*!

According to the 2022 “Report On The State Of
Effectiveness And Compliance With The FATF
Standards,” although about half (52%) of FATF member
countries have the necessary laws and regulations

to understand and assess the risks, as well as verify
the beneficial owners or controllers of companies
(legal entities and arrangements), only 9% of member
countries are meeting the effectiveness requirements
of these controls.’? Taking this into perspective,
although Mexico’s regulations require companies

to identify and verify the UBOs of legal entities, the
risk of working with shell companies is ever-present
and failure to identify and verify UBOs can lead to an
increased risk of indirectly participating in a network
of corruption, fraud, or money laundering. Recent
examples of large schemes involving corruption and
shell corporations include the current trial against
Mexico’s former Secretary of Public Security Genaro
Garcia Luna involving damages of approximately
US$750 million,* and the Odebrecht case involving the
payment of bribes to former PEMEX president Emilio
Lozoya for an approximated alleged amount of up to
US$10.5 million.*
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From a business context perspective, financial
institutions and companies who engage in activities
that are considered DNFBPs are at risk of conducting
transactions with high-risk third-parties, and thus
must travel the extra mile to ensure compliance with
regulations.’® According to the latest National Risk
Evaluation, published in 2020 by the Ministry of Finance
and Public Credit, the higher-risk financial institutions
include commercial, investment and development
banks, foreign currency exchanges, regulated finance
companies (“SOFOM” in Spanish), cooperative
societies, among others.'® Higher-risk activities which
are considered DNFBPs include the sale of any type of
vehicles, jewelry and metals, armored vehicles, loans,
sale of real estate, among others.””

A challenge for all of these entities is the use of
nominee directors or shareholders by third-parties
to conceal the identities of UBOs. This is a common
tactic in Mexico and other countries, as it allows
individuals or companies to maintain control of an
entity while obscuring the beneficial ownership of
assets and transactions.!®

An additional challenge in the local business setting is
related to the availability of legal entity structure public
information. Within this context, the Mexican General
Law of Mercantile Companies obliges all companies

to register their minutes of assembly, share titles and
bylaws in the correspondent Public Registry Office in
the municipality where the company was constituted.*®
However, this represents a limitation for the availability
of data, since the information is not centralized, and it is
often hard and cumbersome to access.

To address these challenges, Mexican regulators are
working to improve the transparency and accuracy of
UBO information. Starting on January 1, 2022, Mexico’s
tax authority launched a new registry for beneficial
owners, requiring legal entities, trusts and any legal
vehicle or figure incorporated under the laws of Mexico
and registered before the Tax Administration Service
to maintain as part of their tax accounting registries
information regarding their beneficial owners.? This

is a step in the right direction, but more needs to be
done to ensure that compliance measures are being
implemented effectively.

FTI Consulting, Inc.

As a closing comment, and in light of the importance
of Mexico’s economy and geographical location,

the challenges associated with legal entity misuse
and the hiding of beneficiary owners are not only
domestic. The United States, through the Office of
Foreign Assets Control (“OFAC”), and other countries
have imposed various sanctions on Mexico in recent
years, with a particular focus on targeting individuals
and entities involved in drug trafficking and money
laundering activities.?* Mexican financial institutions
and companies that engage in business with

flagged individuals or entities can face significant
consequences, including but not limited to monetary
and reputational damage.

BV

Qi

3




SOURCE OF FUNDS - MEXICO

FTIConsulting,Inc. 4

Source of Funds Considerations

While source of funds considerations are a key element
of appropriate risk management, they vary among
financial institutions and DNFBP, bearing in mind that
they operate in fundamentally distinct industries and
business environments. In connection with the risks
derived from legal entity structures, it is important to
indicate that legal entity and UBO diligence procedures
are intrinsically intertwined with source of funds
diligence procedures. Typically, obtaining information
about the client’s source of funds is a part of the
client’s due diligence procedure, where the objective

is understanding where customers have obtained the
money that they are using to conduct transactions

and make investments, considering that money
launderers and other criminals use increasingly
sophisticated methodologies to conceal the source

of illegal money. For clarity purposes, we will briefly
discuss practical source of funds (“SoF”) and source

of wealth (“SoW”) implications for financial institutions
and DNFBP separately.

Financial Institutions

Firstly, as defined in a Wolfsberg Group FAQ document,
SoW assessment seeks to identify how a customer
accumulated their wealth and SoF information
provides an understanding of how and for what
purpose an account is going to be funded.?

In the framework of financial institutions in Mexico, as
part of the licensing process for certain types of these
institutions, such as financial technology, SOFOM and
banks, regulators require them to engage independent
third-parties to conduct a SoF review to verify the origin
of the shareholders’ funds.?>?*?° |n addition to this,

on the operational side of financial institutions, they
generally conduct SoF and SoW diligence for their clients
at two moments, at client onboarding and subsequently
at a periodic review depending on the risks presented

by such client. For example, higher-risk clients may
require enhanced due diligence measures, such as
additional documentation, background checks, and
ongoing monitoring. According to the Wolfsberg Group
FAQ document, these exercises should not be considered
only a documentary exercise, and must include
corroborations with available public sources as needed.*

In the Mexican context, financial institutions, especially
those that provide private banking services, focus

on high-risk clients for SoF and SoW reviews, the

main challenge that these institutions face is the
limited manpower when it comes to comprehensively
evaluating an important number of medium to high-
risk clients. The lack of attention to detail in this type of
procedure may give rise to incomplete client files and
breaches in the anti-money laundering compliance
program, ultimately impacting the institutions’ bottom
line in the form of penalties from regulators and
reputational damage.
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Non-Financial Institutions - DNFBP

According to a FATF report, criminals gravitate towards
sectors that apply or are believed to apply less
comprehensive regulation and mitigation measures,

or where supervision is found to be lacking.”” This is
especially important in the Mexico setting, considering
that the regulation for DNFBP is, at a glance, more
lenient than regulation faced by financial institutions.
For example, FATF states that in real estate transactions
in many countries, there are limited means to determine
adequate, accurate, and up-to-date information on the
beneficial owner[s] and the related SoF.?

Additionally, the relatively high-value of properties
may require multiple types of financing, which may
complicate efforts to identify the SoF. Different

types of DNFBP will face different SoF challenges,

but at its core, DNFBP must pay special attention on
implementing a tailored customer risk and overall
risk-based assessment that allows them to determine
when a comprehensive SoF and SoW exercise is
required, taking into account a combination of factors,
including but not limited to customer and product
type, payment channels and geographies.
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= HOW CAN WE HELP

FTI Consulting’s Risk and Investigations
practice (“R&I”) in Mexico provides accurate
and definitive insight into the registered
owners of legal entities. In addition to custom
background checks, FTI Consulting’s team
can provide companies with tailored on-

site searches at the municipalities where
companies have been constituted to ensure
Clients have a clear understanding of the
structure of relevant legal entities. In regards
to anti-money laundering requirements,

in addition to regulatory and compliance
assessments, FTI Consulting can provide
insight into the verification of source of funds
for financial and non financial institutions,
both for licensing (e.g. for new financial
entities) and operational purposes (e.g.
customer periodic verification).

Our unique and skilled team of multilingual
professionals provides a multidisciplinary
approach to critical investigations,
combining functional expertise with a deep
understanding of compliance policies and
investigative processes. FTI Consulting’s
team combines the skills and experiences
of lawyers, forensic accountants, former
government officials and regulators, anti-
corruption investigators, computer forensic
and enterprise data specialists.
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The views expressed herein are those of the author(s) and not necessarily the views of FTI Consulting, Inc., its management, its
subsidiaries, its affiliates, or its other professionals. FTI Consulting, Inc., including its subsidiaries and affiliates, is a consulting firm and

is not a certified public accounting firm or a law firm.

FTI Consulting is an independent global business advisory firm dedicated to helping organizations manage change, mitigate

risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. FTI Consulting
professionals, located in all major business centers throughout the world, work closely with clients to anticipate, illuminate and
overcome complex business challenges and opportunities. ©2023 FTI Consulting, Inc. All rights reserved. fticonsulting.com
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