Compliance Guidance for
Third-Party Data in the Wake of
Antitrust Safe Harbor Repeals

Nearly a year after the U.S. Department of Justice revoked long-standing safe harbor policies*

for information sharing relating to antitrust enforcement, many organizations remain uncertain
about whether their data practices are compliant. While the loss of safe harbors doesn’t

automatically make data sharing unlawful, it signals a potential increase in scrutiny over the use

of data collected and managed by a third-party.

The DOJ’s decision to remove data sharing safe harbor policies? is one of many recent moves in the agency’s ongoing
campaign to strengthen antitrust enforcement and increase its sophistication in data use, analysis and regulation.
The repeal follows guidance updates regarding corporate data® as a factor in maintaining, demonstrating and
investigating compliance, and DOJ hiring of former compliance officials and experts in data and analytics.*

A Look Back at Safe Harbors

Previously, several health care antitrust policy
statements collectively established a safe harbor
where the exchange of price and cost information
would not be challenged “absent extraordinary
circumstances,” and provided that the data sharing
activities stayed within the bounds of established
approved parameters, including®:

— Sharing only information that was more than three
months old;

— had been anonymized to obfuscate the identity of
the sources;

— was combined from a minimum of five competitors
to prevent linking particular data to an individual
source.
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Provided that companies and competitors followed
these policies when exchanging information that
would otherwise be considered competitively sensitive
info (e.g., payment terms, pricing, etc.), they would

not be viewed as engaging in anticompetitive or price
fixing behaviors. Generally, these rules were applied
by antitrust authorities to guide information sharing
activities in other industries as well.®
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The New Take on Data and Pricing Algorithms

The agency’s broad recognition of the changing role
of data in corporate activities and compliance is a key
underlying factor in the safe harbor repeal, with the
authorities specifically acknowledging’ that today’s
use of data makes it much easier for organizations to
potentially manipulate or reverse engineer data more
easily. Assistant Attorney General Doha Mekki of the
Antitrust Division said in 2023, “The safety zones were
written at a time when information was shared in
manila envelopes and through fax machines. Today,
datais shared, analyzed, and used in ways that would
be unrecognizable decades ago. We must account for
these changes as we consider how best to enforce the
antitrust laws.”®

Antitrust agencies are also increasingly focused on
the use of pricing algorithms® and whether such

use amounts to illegal, anticompetitive information
sharing when the pricing software recommends prices
based on competitor pricing data. During the most
recent ABA Fall Forum, an antitrust official at the DOJ
said, “The rise of algorithmic pricing is expanding
the possibility of anticompetitive price coordination
beyond concentrated markets to highly diverse
sectors where collusion, tacit or otherwise, may have
previously been impossible.”*
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Additionally, numerous lawsuits have been filed,
alleging that the use of shared pricing data is a form of
price-fixing and/or collusion. While at least one such
case has been dismissed on procedural grounds, these
trends suggest that potential plaintiffs and regulators
will increase their focus on how organizations are using
pricing algorithms.

While advancements in third-party data and
information exchanges have created new concerns

for regulators and in turn new antitrust risk for
companies, they can also offer digital insights that
support compliance efforts. For instance, the shift
away from hard-copy records and reports to electronic
data enables more advanced use of analytics and
dashboards that make it easier for compliance teams
to track what’s happening across their organization
and how sensitive information is being received,
disseminated and utilized. For instance, by shifting
hard copy reports to dashboards, companies can

more easily restrict access to data such as by removing
visibility of the most sensitive (e.g., timeliest, most
disaggregated) datapoints and limiting the number of
users with access to competitive data to ensure using
the new tools uphold antitrust compliance.

Robust Data Compliance

With the DOJ’s position that former safe harbor rules
are no longer sufficient to protect competition and do
not reflect the current business and data landscape,
companies must reassess their compliance posture.

The repeal doesn’t mean that all information

sharing or pricing software is automatically illegal or
anticompetitive, but it does mean that companies

must take extra steps to scrutinize information sharing
through the lens of the DOJ’s most recent guidance and
mitigate the related risks. The parameters outlined in
the previous safe harbors — sharing only information
that was more than three months old, had been
anonymized to obfuscate the identity of the sources and
was combined from a minimum of five competitors to
prevent linking particular data to an individual source —
can still serve as a benchmark against which to review
data sharing practices. But they cannot be relied upon
as a guarantee of compliance.
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Further examination of how existing and future data
sharing practices may impact antitrust compliance in
an environment without safe harbors may involve one
or more of the following steps:

— Interview employees to capture how data is being
used across functions. Compliance teams need
to fundamentally understand the internal data
landscape within their organizations, including
who is using what data, what sources are supplying
it and how it influences go-to-market decisions.
Before compliance can evaluate the potential
antitrust risk of market data (including third-party
software utilizing market data), it must understand
the breadth of competitive data being employed by
the organization. In interviews, employees should
be asked about what data they’re looking for, from
whom they receive this data, how they view its
value, what the output is after they review it, how
current itis, how often they rely on the information
and whether customers also have access to it. If
there aren’t clear answers to these questions, or

there are significant gaps and inconsistencies in how
employees are answering, that should be considered

as ared flag for compliance to investigate further.

With the insights from interviews, compliance can
take practical steps to reshape the use of data in a way
that supports legitimate data analysis without risking
potential antitrust violations or illegitimate uses.

This may include improved controls, increased data
aggregation and new policies.

— Review current use of third-party data and
implement safeguards to prevent data from being
exported and shared outside of approved means.
While there is no longer a safe harbor for information
sharing, the previous policies still serve as a guide
for what type of data is most likely to raise antitrust
concern. Organizations should continue to assess
the currency and level of aggregation of competitor
data and manage the type of data made available to
employees. For example, compliance can leverage
online reporting tools to digitize and manipulate the
data to restrict the most sensitive information by
further aggregating datapoints available, removing
sensitive datapoints that are not relevant to
business performance, and restricting from view the
most disaggregated or current data. Restrictions can
also be implemented to limit access only to certain
business units or individuals within the organization.
Ultimately, these controls will reduce the risk of
violations, better secure sensitive information and
strengthen the overall compliance program.

— Evaluate the design and use of pricing algorithms.
The evaluation of third-party pricing algorithms,
employed by two or more competing firms, is often
discussed in terms of a hypothetical in which the
tool was replaced with a person (Bob), and they
were doing the same thing as the technology. The
relevant questions then become: If every competitor
gives their pricing information to Bob, they run
the figures, and send a report back to everyone,
are the companies then setting pricing based on
Bob’s recommendations, or are they using Bob’s
report only as one datapointin a broader set of
information and assessments that determine
pricing? Moreover, how would the effectiveness of
Bob’s recommendations change if some competitors
did not submit their information?
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Thus, the concern with algorithms is the extent to
which pricing is being determined in large part, if
not solely, on the use of otherwise confidential and
competitively sensitive information. Compliance
teams should evaluate the use of pricing algorithms
through this lens — whether it’s merely a single input
in a decision-making process or if it’s representative
of a tacit agreement among competitors to use the
algorithm’s recommended pricing.

To reduce the risk of scrutiny, organizations should
assess how the software’s recommendations factor

into ultimate pricing decisions, including what other
information influences pricing decisions, and how prices
have changed since the software’s implementation.
Compliance teams should also consider working

with experts to have their algorithms tested for bias,
potentially inappropriate use and other red flags.

The loss of data sharing safe harbors has created a new
wave of uncertainty in an already challenging antitrust
environment. Organizations are dealing with increased
scrutiny in parallel with the requirement to respond

to new complexities and digital risks. Reducing those
risks will require a proactive and intelligent approach
to data — understanding it, governing it and leveraging
it. Although safe harbors are no longer a functional
safety net, they still provide a sound benchmark

or starting point of best practices for compliance
teams that are getting started with examining their
organization’s information sharing activities.
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